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THE NEW DATA PROTECTION
REGULATIONS: 1S YOUR BUSINESS PREPARED?
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The new General Data Protection Regulation (GDPR) is set to come into effect in May 2018, strengthening the
obligations on all businesses in regard to the safeguarding of individuals’ personal information. Here we provide an
overview of the new legislation and outline some key areas to consider.

WHAT IS THE GDPR?

With the exponential growth of the digital economy, and significant
changes to the ways in which information is collected and used, having in
place clear and robust policies on data protection is now more important
than ever.

On 25 May 2018, the new GDPR will come into effect, requiring all
organisations that deal with individuals living in an EU member state to
protect the personal information belonging to those individuals, and to
have verified proof of such protection. Failure to comply with the new
regulation will result in significant fines.

The new GDPR places an emphasis on transparency and accountability,
and requires businesses of all sizes to be responsible for safeguarding
the collection, storage and usage of personal data, stating that the
protection of personal data is an individual’s “‘fundamental right’.

The GDPR applies to processing carried out by organisations operating
within the EU, and also to those offering goods or services to individuals
who live in the EU — including international businesses which are located
outside, or process data outside, the EU. The UK’s decision to leave the
EU will not affect the introduction of the GDPR, and the government
plans to introduce similar legislation thereafter, so it is essential to ensure
that your business is prepared.

WHAT CONSTITUTES PERSONAL DATA?

The GDPR expands on the existing Data Protection Act (DPA) definition
of ‘personal data’, including not only information such as the names
and addresses of customers, but also information on current and former
employees and associates. In addition, it encompasses a significantly
greater range of personal identifiers.
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Taking account of changes in technology, this now includes ‘online
identifiers’ such as IP addresses or website cookies which are used

to collect individuals” information — and even in some cases personal
data that has been pseudonymised, depending on how difficult it is to
identify the individual.

‘Sensitive personal data” is defined in the GDPR as ‘special categories
of personal data” and its parameters have been expanded to include
such categories as genetic data and biometric data where this is used to
identify an individual person.

The new rules apply to both controllers and processors of data, as
defined under the DPA — with the ‘data controller” determining the
purposes and manner in which data will be processed, and the ‘data
processor’ being responsible for processing the data on behalf of
the controller.

Under the GDPR, data processors will be specifically required to maintain
records of personal data and processing activities and will have increased
legal liability for any breaches. Meanwhile, data controllers will be under
additional obligations to ensure that their contracts with processors are
compliant with the GDPR. Certain types of data breach must also be
reported to the relevant authority, under the new laws.

WHAT DOES IT MEAN FOR MY BUSINESS?

The GDPR places a new emphasis on accountability and transparency
when it comes to dealing with personal data. While businesses may
already be compliant with many of the regulations as covered under the
DPA, they will be required to provide documentary evidence of their
compliance with the GDPR.

Specifically, the new rules state that businesses must be accountable for
their data usage, and must identify a lawful basis for processing personal
data.
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